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To ensure ComIO.Studio functions optimally, we require your cooperation in
using it responsibly. This document outlines what we consider improper use
of our products and services. We retain the right to act against behavior 
that contradicts the spirit of these guidelines, even if not explicitly stated 
herein. The term “offerings” encompasses all ComIO.Studio-owned or 
operated products, websites, and cloud services.

Prohibited Actions
1. System Integrity Violations
• Compromising our systems’ security or operation
• Unauthorized access attempts or security circumvention
• Altering or impairing our offerings’ functionality
• Decoding transmissions to or from our servers
• Overloading our infrastructure with excessive requests or resource 

consumption
• Reverse-engineering, decompiling, or attempting to extract the AI proxy

endpoint, authentication mechanism, or internal API

2. Unlawful Activities
• Misrepresenting identity or content origin
• Violating others’ privacy or collecting personal information without 

consent
• Harassment, threats, or intimidation
• Using our offerings for illegal purposes or in violation of any laws
• Unauthorized access methods (e.g., scraping)
• Misuse of ComIO.Studio trademarks
• Using offerings for critical alert systems related to health or safety 

without independent safeguards
• Promoting discriminatory practices

3. Inappropriate Communications
• Generating spam or chain letters
• Unauthorized commercial solicitation of our users
• Disparaging ComIO.Studio or its affiliates
• Promoting third-party products without permission



4. Unacceptable Content
• Violating intellectual property rights
• Sharing false, misleading, or harmful content
• Posting obscene, defamatory, or hateful material
• Encouraging violence or illegal activities
• Discriminatory content
• Malicious code or exploits
• Previously removed content

5. AI System and License Abuse
• Using the AI Assistant in Managed Mode in any way other than through 

the official Application, unless explicitly permitted by the Operator
• Sharing, selling, renting, or transferring the License Key or License 

Credential to unauthorized third parties
• Mass-submitting AI queries using automated tools, bots, or scripts 

without authorization
• Attempting to circumvent limits, credit controls, or authentication 

mechanisms
• Submitting queries containing illegal content, malware, or content 

designed to abuse the AI model
• Using AI to generate content that violates applicable law or third-party 

rights
• Reselling AI responses or using the AI Assistant as backend for your 

own commercial AI product without the Operator’s consent
• Creating multiple accounts, keys, or activation paths to circumvent 

limits

6. Hardware Safety
• Using the Application or any Executive Function to cause dangerous 

motion or activate devices without independent technical and 
organizational safeguards

• Relying solely on the Application, AI Assistant, or any Executive 
Function for the safety of persons, property, or technological processes

Consequences



“Content” refers to any information or material you create, upload, or 
provide through our offerings, including submissions you authorize others 
to make.

ComIO.Studio reserves the right to interpret these guidelines and take 
appropriate action, including removing content or terminating accounts, 
without prior notice if violations occur. Users agree to cooperate in 
investigating and remedying violations.

Violation of the above rules may result in:

• Temporary suspension of access to paid features
• Permanent termination of access
• Restriction or deactivation of the account

The Operator also reserves the right to restrict, suspend, or deactivate 
access in case of unusual usage patterns, suspected abuse, unauthorized 
sharing, or security risks.


